
United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark OfTlcc 
Address: COMMISSIONER FOR PATENTS 
P.O. Box 1430 

Atexandria. Vifgji^M 223 1 3-1450 
www.ufiplo.gov "^^ 



APPLICATION NO. 



FILING DATE 



FIRST NAMED INVENTOR 



I ATTORNEY DOCKET NO. 



CONFIRMATION NO. 



09/675,677 



22852 



09/29/2000 



Leo J. CarapbeU 



7590 



07/19/2004 



FINNEGAN, HENDERSON, FARABOW, GARRETT & DUNNER 
LLP 

13001 STREET, NW 
WASHINGTON, DC 20005 



8049.0001 



1495 



EXAMINER 



BROWN, CHRISTOPHER J 



ART UNIT 



PAPER NUMBER 



2134 

DATE MAILED: 07/19/2004 



Please find below and/or attached an Office communication concerning this application or proceeding. 



PTO-90C (Rev. 10/03) 



M 


Application No. 


Applicant(s) <^ / 




09/675 677 


CAMPBELL ET AL. (jB^ 


Office Action Summary 






Examinor 


Art Unit 






Christopher J Brown 


2134 





The MAILING DATE of this communication appears on the cover sheet with the correspondence address 



Period for Reply 
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DETAILED ACTION 



Claim Objections 



1. Claim 31 is objected to because of the following informalities: On line two the word 
"a" between "using", and "one", should be removed. Appropriate correction is required. 



2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



Claimsl-6, 9, 10, 11, 12, 15, 16, 18, 19, 20, 22, 25, 26, 40, 41 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Byrd US 6,081,899 in view of Rubin US 
5,638,446. 

As per claim 1, 2, 4, 10 Byrd discloses a method for authenticating and electronic 
message (Col 2 lines 6-7). Byrd discloses a client (user) creating a message, (Col 4 lines 
32-34) and sends the message to be authenticated by a server appending a timestamp and 
digital signature (Col 2 lines 25-27, Col 4 lines 16-22). Byrd discloses the message is 
forwarded to the recipient, (Col 4 lines 40-45). Byrd discloses that the recipient 
authenticates the stamp and signature, (Col 2 lines 30-33, Col 4 lines 45-50). 
Byrd does not disclose creating a digest. 



Claim Rejections - 35 USC §103 
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Rubin discloses a user creating a digest (hashing) and sending an electronic message to a 
third party for authentication. Rubin discloses that the third party digitally signs the hash 
in the creation of a certificate, (Col 3 lines 15-23). 

It would be obvious to one skilled in the art to add the method of hashing from Rubin 
with the Third party timestamp and signature of Byrd creating an electronic postmark 
because the one-way hash allows the third party and recipient to check for tampering. 
As per claim 3, Byrd discloses the timestamp indicates when the message was received, 
(Col 4 line 18). 

As per claim 5, Byrd teaches that the message may be email, (Col 4 line 33). It is 
inherent in email that the electronic address included is that of the sender. 
As per claim 6, Byrd discloses attaching at least one legal protection of an official entity 
(Verisign), (Col 3 lines 16-25). 

As per claim 9, Byrd discloses authenticating the digital signature and authentication 
data, (Col 2 lines 30-35). 

As per claims 17 and 21 Byrd discloses the use of the Intemet (Col 4 line 6) it would be 
obvious to one skilled in the art to use TCP/IP. 
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Claims 7 and 8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Byrd US 6,081,899 in view of Rubin US 5,638,446 in view of Lloyd US 6,691,231. 

As per claims 7 and 8, The Byrd-Rubin combination does not disclose a log. Lloyd 
discloses a log secured with digital signatures, timestamps, and other authentication data, 
(Col 7 lines 16-28). 

It would be obvious to one skilled in the art to add the log of Lloyd to the message 
system of the Byrd-Rubin combination because the log provides for accountability and 
tracking when needed. 

Claims 13, 14, 23, and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Byrd US 6,081,899 in view of Rubin US 5,638,446in view of X.509 

As per claims 13 and 14, the Byrd-Rubin combination does not explicitly teach including 
a digital key with a digital signature and using that key to authenticate the digital 
signature. 

Byrd discloses that the message is sent with a certificate, (Col 4 line 2). 

X.509 discloses that the X.509 certificate standard is widely accepted and that the 

certificate contains the subject's public key. 

It would be obvious to one skilled in the art to use the X.509 standard because it is widely 
used, secure and flexible. 

Claims 27 are rejected under 35 U.S.C. 103(a) as being unpatentable over Byrd US 
6,081,899 in view of Rubin US 5,638,446 in view of Murray US6,321,333 
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As per claims 27-31, 42-45 Byrd discloses a method for authenticating and electronic 
message (Col 2 lines 6-7). Byrd discloses a cUent (user) creating a message, (Col 4 lines 
32-34) and sends the message to be authenticated by a server appending a timestamp and 
digital signature (Col 2 lines 25-27, Col 4 lines 16-22). Byrd discloses the message is 
forwarded to the recipient, (Col 4 lines 40-45). Byrd discloses that the recipient 
authenticates the stamp and signature, (Col 2 lines 30-33, Col 4 lines 45-50). 
Byrd does not disclose creating a digest. Byrd does not disclose exporting a public key 
for authorizing. 

Rubin discloses a user creating a digest (hashing) and sending an electronic message to a 
third party for authentication. Rubin discloses that the third party digitally signs the hash 
in the creation of a certificate, (Col 3 lines 15-23). 

It would be obvious to one skilled in the art to add the method of hashing from Rubin 
with the Third party timestamp and signature of Byrd creating an electronic postmark 
because the one-way hash allows the third party and recipient to check for tampering. 
Murray discloses getting a digital public key authorized by a certificate authority, (Col 4 
lines 1-9). 

It would be obvious to one skilled in the art to modify the Byrd Rubin combination with 
the authorized public key of Murray because the certificate authority is a mutually trusted 
entity so that the recipient of the key knows the key is trustworthy. 
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Claims 32, 33, 35, 37 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Byrd US 6,081,899 in view of Rubin US 5,638,446 in view of Murray US6,321,333 in 
view of Davis US 5,742,829 

The Byrd-Rubin-Murray combination above does not disclose adding branding data 
from a system registry to the electronic postmark. 

Davis US 5,742,829 discloses obtaining branding data from a Windows NT registry 
(information of users), (Col 12 lines 13-20). 

It would be obvious to one skilled in the art to add the branding data from the Windows 
NT registry to the electronic postmark because the data would better identify to the 
recipient who the message has been sent from. 

As per claim 34, Byrd discloses at least one hardware clock, (atomic clock), (Col 4 line 



As per claims 36, 38, and 39 Byrd discloses using a GUI in creating messages, and 
using cryptographic methods, (Col 4 lines 32-35, 45-51). It would be obvious to one 
skilled in the art to use a GUI in interacting with the registry (Windows) and other 



3. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher J Brown whose telephone number is 703-305- 
8023. The examiner can normally be reached on 8:30-6:00. 



25). 



systems. 



Conclusion 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 703-308-4789. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 

Christopher J. Brown 
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